Of the "big three" elements used on all other platforms that are needed to support the
PHP language -- namely Apache, PHP, and MySQL, the System i has been using
Apache since V5R1. Before this, the AS/400 used the much more bulky HTTP server
from CERN that was developed by Internet pioneer Tim Berneers Lee. This open
source server from the Apache Foundation is nhow part of the standard fare of i5/ OS
entittements. IBM even gave it a product number -- 5722-DG1 so it can be differentiated
during the PTF process. You don't have to order it. You just get it with the operating
system. Unless you have taken pain to delete this freebie, you already have it. So, in
terms of new products to install for the PHP environment, you need only PHP, but |
would recommend installing MySQL to take advantage of all the pre-written and free
dynamic PHP applications that are readily available on the Internet.

i5/0S Apache comes ready to run on your System i. But, what if | told you that PHP
does not really run in i5/0S. It runs in the Portable Application Solutions Environment
a.k.a. PASE -- a.k.a. AIX runtime. In other words, it actually thinks that it is running on

an IBM System p unit running AIX (Unix) when in fact it is running on "i* in "p" mode.

No it does not run in its own partition. PASE is just a phenomenal trick to let code that is
compiled to run on the Power chip, run on the Power chip regardless of which OS
actually created it. PASE is really a great trick and it saves Unix developers a ton of
time in bringing their applications to the System i. My suspicion is that without PASE,
ZEND would not have considered moving its PHP to the System i. Please note that
PASE is not Qshell. If you have used Qshell, it also looks like Unix but it really is not.
PASE is Unix runtime. Qshell actually is i5/0S code that pretends to be a Unix
environment. PASE actually is a Unix (AIX) environment. With PHP, you do not really
see the PASE parts of the system and that is good. IBM provides its own short
description of PASE:

i5/0S PASE provides an integrated runtime environme  nt that allows you to
run selected applications without the complexity of managing operating
systems, such as AlX or Linux®.

Because PHP does not exist in i5/0OS -- it does not really use the nice Apache HTTP
server 5722-DG1 that has been on the box since V5R1. So does that mean that you
have to do more work because of that? No it does not! But it helps for you to
understand just how the environment gets its work done. Helping all of this work of
course is the nifty little integrated file system (IFS) that IBM devised in 1995 with V3R1.



Since this IFS supports any file system, including Windows and Unix, and i5/0S, both
operating systems in question (Unix and i5/0S) can access data and programs and
components of both operating environments can talk to each other. And some people
think this machine is all about green screens!!!

So, what does PHP use for HTTP and how much work is it to set up? What a great
guestion! I'm glad | asked. PHP uses its own Apache HTTP server; not the same
Apache server that runs in i5/0S. In other words, it uses the Unix HTTP server made
visible via the PASE environment.

The integrated installation process for PHP demonstrates the deep cooperation of ZEND
and IBM. Once you have performed the RSTLICPGM, PHP is basically ready to go. Both
the i5/0S Apache HTTP and the PASE Apache server that is installed naturally with
PHP are ready to serve Web pages. So, not only is a second HTTP server brought on
board but a new instance of i5/0S HTTP called ZENDCORE is built on the i5/0S side so
that the PASE server has a friendly i5/0S HTTP server instance with which to
communicate and cooperate.

Out of the box the installation program creates the ZENDCORE HTTP instance in i5/OS.
PHP does not use this server per se. Because the i5/0S servers are visible outside of
PASE, this front end Apache server, running in i5/OS receives all of the requests from
browsers on i5/0S TCPIP port 89. The back end PASE Apache HTTP server talks only
to PHP and to this front end server. The servers use proxies to get their job done. The
actual Apache proxy entries are shown later in this chapter.

Out of the box, the preconfigured i5/0S Apache instance called ZENDCORE talks via
proxy to the single internal PASE Apache HTTP server on port 8000. Talking back to the
browser the server uses a reverse proxy scheme and it is as quick as lightening. Since
IBM is positioning PHP to be able to support large workloads on the System i, though
officially it suggests that WebSphere should be used for high volume traffic, there are
ways to configure multiple i5/0S HTTP servers and multiple PASE HTTP servers and
multiple PASE PHP engines --- all talking harmoniously to each other. That's a bit
beyond this book but it is how high levels of performance can be achieved with PHP on
System This notion is well documented in the following redbook:
http://www.redbooks.ibm.com/redbooks/pdfs/sg247327.pdf.

The fact is it just works out of the box with no sweat. As long as you set your PHP traffic
(your PHP programs) to come in via PORT 89 of the i5/0S Apache HTTP server, which
is the ZENDCORE instance., your applications will work fine. From here, the backend
PASE HTTP server will get the message and send it to its PHP engine. PHP will send
its results back to the PASE Apache server. The PASE Apache server then sends the
formatted PHP response on port 8000 back to the i5/0S Apache HTTP server, which in
turn delivers the response to the requesting browser via Port 89. If you need more than
that, the IBM Redbook helps you do what you need to get as many instances of the
different Apaches talking to each other. In most cases, the more servers, the better the
performance.

There are two key reasons for using a proxy HTTP server. The first reason is to improve
performance and who could argue with that. A proxy server is often used to pre-cache



static Web pages into memory at the time the server starts. Not having to perform a disk
seek is significantly faster than almost any operation requiring one. So, a proxy
operation to memory allows the pages to be sent to the requesting client without having
to retrieve the content from the file system on the server. Another way performance can
be improved in busy systems is by having one proxy server that can forward requests to
a bunch of other HTTP servers. So, by breaking the workload down, each of these
servers can be configured to serve a specific subset of Web pages or Web applications.
These are the techniques that have been used from time immemorial to stretch the
processing capabilities of the datacenter when the fastest machine in the universe
cannot handle your workload. Proxies help by balancing the load of many requests
across a number of internal servers.

The second reason for a proxy server is that it can help improve your security. By using
a proxy server, you can control access outside your firewall and that special area that is
not secure yet somewhat secure -- known affectionately as the "demilitarized zone" or
simply the DMZ. This enables you to keep a production-level server inside your secured
internal network. It also lets you hide internal servers completely from the requesting
clients so they cannot know a server's hame, IP address, and anything that would help
them gain access. You can also use a proxy server to log activity and prevent denial of
service attacks.

To clarify what a "reverse" proxy is: A reverse proxy accepts requests from the client and
forwards them onto another server, receives the response from that other server, and
returns the results to the client. The reverse proxy is the only server with which the client
interfaces with the ZENDCORE server instance. Now, for security, the notion of an
overlay network, which aka's as a proxy network, is used to mediate all communication
between Web users and the real applications. So, as long as the mediation can be
enforced, the proxy network provides the only public interface for the application, and
thus the application cannot be directly attacked. To protect the network, managers may
invest in a large set of proxies, that serve as edge proxies, publish their IP addresses
and everything else to attract users including providing application access. The number
of edge proxies can be flexibly increased so that they can often handle a denial of
service attack with the inner applications systems not being disturbed at all while the
proxy network is able to handle all of the requests, protecting the internal net and not

crashing. No, thankfully, you don't have to know that to write good PHP code for System
i!

By default, as discussed previously, a full instance of the IBM HTTP Server for i5/0S
(called ZENDCORE) is made operational during the PHP installation process. This PHP
server listens for traffic on port 89, and forwards requests to the internal Apache server
(which is running in PASE for i5/0S) on port 8000. By George, | think I've finally gotten
it!

However, because these two HTTP servers are running on the same hardware platform,
unfortunately for those looking for proxies to provide more benefit than function in the
PHP scenario, none of the security benefits such as a DMZ are afforded in this default
scenario. Therefore, IBM and Zend strongly advise that once you have something to
protect that you create a full DMZ with real proxy servers. More detail on this subject
can be found in any network hardware supplier's Web site as well as in IBM's
documentation such as its IBM HTTP Server (powered by Apache): An Integrated
Solution for IBM eSeries iSeries Servers, SG24-6716 that is available at the following
URL:

http://lwww.redbooks.ibm.com/abstracts/sg246716.html ?0pen



The message is that the default configuration options, though wonderful for testing, are
not good enough to sustain a hacker attack. Even the default user profile is not secure.
For example, there is a user profile called NOBODY that is created by the Zend Core for
and during the i5/0S installation procedure. All PHP jobs run under this user profile, and
it is really not possible to specify that any given incoming request be executed under any
other user profile in default mode while you are making sure this stuff just works. We
are not talking about applications that must sign on to be able to run. So, once tested,
you must make your network secure but that is not what | care about in this book.

Yes, you can sign on with a different user ID and password. When using the ibm_db2
driver and the Toolkits provided to access i5/0S data and resources, you can specify a
specific user profile. However, If no user ID and password is provided, the connection
will be made using the NOBODY profile. It may make us all feel better if we recognize
that these are server side scripts, meaning that the code is already on our server when it
is running so if we want to require a user ID and password , then we make sure this is
done in our code. Then the operations that are specified for that connection (for
example, run an SQL query, or execute an i5/0S program) are executed under the
specified user profile. Since this is an i5, access to all i5/0S objects follows the normal
iI5/0S object security rules so there still are some good reasons to be able to sleep at
night.
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When | was working with the i5 PHP for the first time, | was intrigued that | was learning
about all of this server to server chatter but the pragmatist in me kept wondering what |
needed to do to make this stuff actually serve Web pages. | needed to know where to
load my PHP scripts on the i5 or i6 so that the i5/0S Apache server would get them
served. | did not care as much about how to write big scripts as | did to make sure that
they would run. With the PHP as shipped, the driving HTTP server for the Web, that is
visible to the Web is the i5/0S ZENDCORE instance that is visible on port 89 of your
System i's TCP/IP ports listing. So, that is where you load your stuff. But then again,
where exactly is that?

The easiest way to find where you should load your stuff is to start with a WRKLNK
command. From a regular System i command panel (not PASE), type WRKLNK. In
many ways WRKLNK is like an old DOS DIR command.

When you type WRKLNK and press Enter, you will see Figure 7-1 after a few page
downs:

Start digging by typing a 5 next to www in Figure 7-1



Figure 7-1 Navigating the IFS via WRKLNK
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When you press enter and go to the next page, the list will include the following:

___apachedft
___laweb
___iwadft
_5 zendcore

Type a 5 next to zendcore as shown above below and then press Enter. On the next
panel there will be a number of other directories. Your system will probably show
different names but one of the names will be htdocs. Type a 5 next to htdocs as shown
below to move to the hosting directories.

__conf
_5 htdocs
__logs

htdocs is the primary directory from which all Apache server instances serve files by
default -- one htdocs for each configured HTTP instance. To repeat, each HTTP server
instance shown above -- apachedft, iaweb, iwadft, and zendcore -- has its own htdocs
directory. Let's take a 5 on this directory from the zendcore instance directory above and
see what is there.

_5 index.html
___i5Toolkit_library
__myphp
___Zend_Navigator_Demo




Index.html is the file served by Apache from htdocs, when a browser requests something
from an instance via its port # (the zendcore instance listens on port 89). The index.html
file auto-magically goes to your browser when you do not put in a file name. Often this is
a home page document. If you type a 5 next to index.html for zendcore, you will see its
contents:

Figure 7-2 Index Page for Default ZENDCORE HTTP Server on Port 89

vt 42,480 4.4, 4.5, vt BT
************Beginning Of data**************

<html>

<head>

<title>Welcome to Zend Core for i5!</title>

</head>

<!-- Background white, links blue (unvisited), navy (visited), red (active) -->
<body bgcolor="#ffffff' text="#000000" link="#0000f ' vlink="#000080" alink="#ff
<center><h1>Welcome to Zend Core for i5!</h1></cent er>

This page is the default home page for Zend Core fo ri5 install. You can now pla
You can also access <a href="ZendCore/">Zend Core a dministrative interface</a> i
</body>

</html>

************E nd Of Data********************

This index.html file gets served by default when you access your System i with a
browser and you specify port 89 with no directory or file specified. From your browser it
would look something like this:

Figure 7-3 index.html served from Zen re HTTP Server
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Welcome to Zend Core for i5!

This page is the default home page for Zend Core for i5 install. You can now place your content to this server.
You can also access Zend Core administrative interface in order to configure your PHP and Zend Core settings.

Take note to the 89 in the URL window above.

Now, let's look at what else is in the htdocs directory for the zendcore apache server for
i5/0S. Rather than go back to the earlier list, the stuff in the htdocs directory on most
systems is repeated below:

___index.html
___i5Toolkit_library

_5 myphp
___Zend_Navigator_Demo

The second item is the i5Toolkit_library which will come in very handy for you in
accessing i5 objects. There is also a Zend_Navigator_Demo that you may also choose
to use. And yes, there it is, the third item, the innocuous myphp directory. You have to




create this for your stuff in this book to work. Make sure you see it. This is the directory
in which | uploaded a bunch of scripts for testing php on my i5. One of these scripts is
HW.php (HW - hello world). Let's take a look at it. But, first you must take a 5 on the
myphp directory to open up the directory and then you would place a 5 next to HW.php.
The simple green screen editor is very handy for looking at files and you can also use it
for making small changes. For anything of substance, use Eclipse (WDSc) or the Zend
Studio. If you were on my system, in which this file is actually stored, you would see:

*kkkkkkkkkkik Beg | n n | n g Of d ata**************
<html>
<body>

<?php
echo "Hello World";
?>

</body>
</html>

*kkkkkkkkkkk E nd Of Data********************

Notice the PHP framing with the "nasty" semicolon at the end of the ECHO command.
PHP lines love those semicolons. This file is so simple that even if you do not have it on
your machine, you can type it up and load it. With option 2 of the green screen editor,

you can even make changes. If you were to run this little script on your browser, it would
look like the following in Figure 7-4:

Figure 7-4 Hello World
e http:ff192.168.1.252: 8% myphp/HW. php - Windows |

@ = | @] http:f{192.168.1.252:89 myphpHW. php
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Hello World

Isn't that cute? When you are testing, it is so refreshing to find some success.

# ( #)

Please check out the URL in the box in Figure 7-4. The http in the beginning says it is
using the hypertext transfer protocol - the protocol of the Web. The 192.168.1.252 IP
address is where you would place your host.domain hame or your IP address. The
particular IP address that you see doesn't mean anything to anybody other than the
intranet site where it exists since it is 192.168.x.x. The 192.168.x.x form of address is a
non-routable class C and thus it is safe to use it behind a firewall. It is intranet only.
Internet standards bodies set aside certain address ranges for internal networks. They



are intranet only and can't be reached (unsolicited) from the Internet. The colon 89 says
that this request comes in to an HTTP server instance listening on port 89 and the rest
says that this port 89 is accessible only on the intranet. The first slash is a path
separator noting that a file or directory is coming next. As you may recall the myphp
directory, which is next on the URL line, is the directory in which the hello world PHP
script is located. This is followed by a path separator and then the file name HW.php.
The capitals are irrelevant in the path.

So, why is it that this document is in the directory /www/zendcore/htdocs/myphp and to
reach a file in myphp you merely have to enter the directory myphp and the file name in
the URL? When all System i Apache HTTP servers are set up, there is this notion called
the document root. The document root is specified in a file called the HTTP server
directives or it can also be called the configuration file. Each Apache server instance
(ZENDCORE is just one instance) has its own set of directives in its own configuration
file. Two important directives (lines 6 & 7) for Apache are shown below as they exist in
the ZENDCORE instance configuration file:

6 Listen *89
7 DocumentRoot /www/zendcore/htdocs

* +*

Line six is how the zendcore instance knows to listen on tcp/ip port 89 and line 7 is how
the zendcore instance knows that its document root is www/zendcore/htdocs. The web
document root is the IFS file system folder in which all the files and folders in a particular
website instance are stored so that they can be accessed by the public (within security
limitations). In almost all servers and in the default zendcore instance, the name for that
folder is 'htdocs'. On some systems it may be 'public_html'. All files and folders within
the document root folder are web-accessible by default but they can be set to not-
accessible via directives.

So, that means by default that all folders that are not below this line of demarcation are
not web accessible. Almost all Web servers have some other stuff on their disks that the
shop does not want to make public. To save these from being manipulated by php or
even viewed, make sure your storage folders are above the web document root . The
web document root is the filesystem folder in which all your website files and folders are
stored. As noted, the name for that folder is typically 'htdocs’, 'www' or ‘public_html'. All
files and folders within the document root folder and its subfolders are web-accessible.

Example: '/'www/anyinstancename/htdocs/' could be your document root. Thus, .
'‘'wwwi/anyinstancename/htdocs/myphp/companydata/ ' is within the document root and
therefore all files are web-accessible. '/www/anyinstancename/secretdata’ is above the
document root and therefore is not web-accessible, which is how you want it for internal
folders, files and programs.
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Suppose IBM did not do all the work for you and suppose you really wanted to have a
tool that helped you manage your HTTP server instances -- not just the ZENDCORE
instance. For this, you need to use the IBM Web Administration GUI tool which is
colloquially referred to as the Admin GUI.



This is used to help you set up and maintain Apache HTTP server instances on your
System i, and quite frankly if you are interested, it permits you to set up and maintain
your WebSphere instances and WebSphere applications. It is a very nice tool. To
access it is also really easy. If you think of the ever-popular Stanley Kubrick 1970's
movie, 2001: A Space Odyssey, you will always remember how to access the Web
Admin GUI to set up and maintain your i5/0S Apache HTTP or WebSphere instances.
The port # is 2001. This means that 2001 is a secret port that invokes an internal
invisible instance of the Apache HTTP server that hosts the Web Admin GUI on your
System i.

To access the Admin GUI), type a form of the following into your browser and press
Enter:

http://your-server-address:2001
http://www.greatsite.com::2001
http://192.168.10.250:2001

More than likely the first time you try this you will get the infamous Microsoft Explorer
Message:

Internet Explorer cannot display the webpage

On Firefox it is much more mundane:

Unable to Connect

If you get either of these messages on your browser trying to connect, it is more than
likely because you have not started your *ADMIN instance of your i5/0S HTTP server.
To start the *ADMIN instance, type the following from a green screen.

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

When you see HTTP Server Starting at the bottom of the screen, you are on your way.
Now, you can use the ADMIN GUI. If you fail to connect again, check your URL.

http://your-server-address:2001
http://lwww.greatsite.com::2001
http://192.168.10.250:2001

The first URL shown is the form and the other two are examples. Once you type the URL
of the Admin GUI in one of the forms above into your browser and you press ENTER on
your browser -- and after you sign on with your typical green screen userid and
password -- (As long as you have adequate authority), you will get this quite handsome
IBM opening menu as depicted in Figure 7-5.



Figure 7-5 Admin GUI Main Panel
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Notice that this menu is used for more than the entrée to the Web Admin - but that's all
we need right now. Click on the top menu item of the i5/0S tasks menu and the first time
you do this you will get a panel very similar to that shown in Figure 7-6.



Figure 7-6 Admin GUI Setup Tab

Look at all you can do with this menu -- from creating HTTP instances and WebSphere
instances (called servers) to managing them after they are created. This is a handy
menu with which to gain familiarity. For now, click the Manage tab next to setup and you
will see the panel in Figure 7-7.



Figure 7-7 Mange the ZendCore Server with Admin GUI

Note the two layers of tabs on the top of this panel. On the top layer, the Manage tab is
selected and on the bottom tab, the HTTP Servers tab is selected. If your panel does
not look like this at this point, click on the proper tabs so that it does. If ZENDCORE is
not in the Server window, pull it down and select ZENDCORE. The server name
(instance) in the Window is the server that you are maintaining. If you change names by
pulling down the window and selecting a new name, you will usually have to wait quite a
few seconds for the screen page to refresh. Once your page looks like the one above,
go down the left frame to "Tools" and for now, select "Display Configuration File" This is
where many of the secrets of HTTP are kept.

To learn more about the directives that go in this file, take a trip out to the Apache site
http://httpd.apache.org/docs/1.3/mod/directives.html. For now, so you can get a look
at the directives that make PHP work with i5/0S, just display the configuration file. The
center panel contents that you see will be similar to that shown below in Figure 7-8:




Figure 7-8 Apache Directives for the ZENDCORE Instance

This is the full configuration file for the ZENDCORE HTTP instance. There are thirty
directives numbered 1 to 30. Note the proxy load modules starting at line 2 through 5
and then look at the proxy and reverse proxy for communicating with the local host
(I5/0S) on 127.0.0.1 and 8000 respectively. These are on lines 21 and 22. This specific
configuration and this Web server instance is built automatically during the RSTLICPGM
of PHP. From lines 23 to 30 note that the root file system is protected with the directory
commands (line 23 - 26) and the htdocs is opened up (lines 27 to 30).

Many System i shops choose to edit the directives using the Edit Configuration File
menu item below the Display Configuration File in the left frame of the HTTP panel.
Others like to invoke the mini Wizards within the frame to get a better feel for the
changes they are making. When the left frame wizards are used, the end product is
placed in the directives file.



The good news is that to run PHP right out of the box, you need not do any more
configuring than what IBM has already done for you. But, having been through this
Chapter, you now know how to change the configuration if need be and you now

understand how much work IBM did on your behalf to make PHP as integrated with the
system as it is.



